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ABSTRACT

This paper shows how existing graph theoretic
measures of centrality may be combined with the gmer
ing framework ofsubset team game® generate new
ways of understanding networkis particular,coopen-
tion spaceds a new conceptiefined withn the framework
that encodes a wealth of information regarding the state of
cooperation within a network, inaing the key players
(or subsets of players) and potential points of disruption.

We discussn detail multiple methods for generating
data in cooperation space, given a standard graph theore
ic metric such asodalcentrality We illustrate these &
as wih several concrete examples that apply thé-tec
niques to specific networks, and discuss insights that can
be gained from this approach. Finally, discuss why la
truism is a key factor in network effectiveness, and the
impact of these ideas on netwatisruption.

1. INTRODUCTION

Traditional approaches to social network analysis
typically proceed either by studying individual nodes or
by studying the graph as a whaM/asserman & Faust,
1994) Other methods, such as clustering,waltme to n-
vestigate more compositional properti€dutside from
simple statistical techniquedhere are few theories that
attempt to take a unified approach, encompassing heth t
individual and the team view. This paper takes sorse pr
liminary steps towal precisely this kind of theory using
subset team games and nodal metrics.

The framework of subset team games was developed
in an attempt to understand cooperasimultaneouslyat
the individual and the team levéh earlier work(Arney
& Peterson, 2009)it is evident that the framework is a
useful analytical tool for understanding cooperation in a
system. This is because it provides notions of héithis-
tic andselfish cooperationThis is important because-e
tities in real life are not rational in the strict sense o$<la
sical cooperative game theorf{Axelrod, 1984) (von
Neumann, 1928)Sally, 1995) Instead, and particularly
in the Army, teams of individuals are designed to work
together for the common goollost human beings do not
follow the ruthless laws of economics.

As the American Army becomes more networked,
there is an increasing need for mathematical models of
cooperationwith a wider scopeWhile a mathematical
theory of cooperation has existed for some time, in the
form of cooperative game theofyon Neumann, 1928)
this theory is not welsuited to the kinds of coopation
of interest to theArmy; it assumes that individual agents
act rationdly, while in theArmy, individuals tend to have
altruistic motives; they are interested in the benefit to the
team. Other notions of cooperative systems are also
emerging as vital to the modern Army, suah robotic
teams, teams of software agents, groups of sensors, and
there are additional questions regarding systems with both
human and artificial agents. At a meta level, one may
even discuss cooperation within teams of teams.

In this paper, we use an enging framework called
subset teamamnesto understand the forces of selfishness
and dtruism within graphs/networkdVe will describe the
theory behind the frameworkhow how it can be gerier
cally applied to network metricend provide severalxe
amplesillustrating how it may be used as an analytical
tool. One of the key tools isooperation spagein which
subsets of a team are plotted based on their altruistic and
competitive contributions. This provides an overall sense
of the nature of coopetian within the network; one @&
plication is an understanding of vulnerabilities within a
network.

While subset team games will not provide all the a
swers, they do show promise as a unifying way to unde
stand cooperation at the individual, subset, and team le
els. This paper builds upon existing research on the
framework, and provides several concrete applications i
cluding a new means to generate analytical tools for ne
works. This new approach benefits the Army by pdevi
ing a new set of techniques for underdiag and
analyzing cooperation in teams and networks.

2. SUBSET TEAM GAMES

Classical cooperative game theory, first introduced
by von Neumannivon Neumann, 1928)offers a good
starting point for the study of cooperation. Ganmeptists
have long known how to formalize competitive co@per
tion (Burger, 1959)(Osborne, 2003)Cooperative game
theory deals with just this situation, and rewards agents
according to theimargind contributionsto a particular



goal. In altruistic cooperation, on the other hand, a player
acting selflessly may pursue a particular action thaeben
fits the team, even when it does not benefit the plairer d
rectly.

Subset team gamd#rney & Peterson, 2008 a
framework that resembles some elements of classical ¢
operative game theory, but is intended to capture more
general notions of cooperation across the spectram b
tween the individual and the team.this frameworkthe
notion of altruism is captured by definingudility func-
tion for all subsetof players rather than for just the team
or individual players:

Definition (Arney & Peterson, 2008A subset team
gameis a collection’0  "Yoohwho ¢ , whereTis a
set ofplayers X is thespace obutcomesdixk, © ¢ isa
consequence functiomapping eacttoalition of players
to a subset of the outcome spaGeando is asubset utk
ity function assigning avalue 6 , as perceived by a

subsetYO "Y to each outcome~ .

When speaking ob @, we callSthe assessing i
set We often assume thabN ¢ 'Y for some'Yd Y
which means that the outcome being assessed is achiev
ble by some largesoalition that includeS.

If the perceived utility of an outcomeincreases with
the size of the assessing subset, sothab 0 ®
wheneverYO Y, we say that the utility function sens
ble with respect to the outcomeFunctionsthat are se-
sible with respect to all outcomes are cabledsible

Given coalitions"YO'YO "Y we say that the utility
function is G,R-cohesiveif 6 @ 6 e for all ou-
comeswoN @ Y andaa® @ 'Y . This fairly strong conid
tion states tht the subses prefers outcomes in which all
of R participates. SeEigurel.

(S.R}cohesive

sensible .
w
mor? Playters more players
participate ASsess
0 W

Figure 1. Cohesivenessand sensibility describe
situations in which the utility of an outcome increases
when either more players participate (cohesivenegsor
more players assess (sensibility).

2.1  Metrics of Cooperation
The remainder of the papeoncernsthe special case
where the consequence functiomy, © ¢ is single

valued and exogenous (fixed). We assume that the utility
function takes on real values, so tliatfp© 5. In this

case, we write theubset utility functioror all subsetsS
andRof T as

6 YKO QY . (1)

So the function consists of mapsgg © 5. As later &-
amples will demonstrate, we do not assume this utility is
transferable across subsdtwever, we do assume that
the relative values @ 'Y and6 ‘Yeemaybe meanig-
fully compared In particular, we assume the sign of
60 'Y 6 ‘'Yaindicates whether the outcome 'Y is
more useful tévthan the outcome 'Yeeis to e

Onekey concept is how much a particular playen€o
tributes to the teanirhetotal marginal contributionof a
coalition "YO "Yis the difference in group utility between
the outcomew “Y and the outcomen “Y* Y when the
players inSdo not participate:

a k& Y o6 Y o6. M. (2)
The subset team game framework allows us to go fu
ther than this marginal contributiomhe marginal conti-
butionof Sto Ris
a'Y oY 6., YA, (3)
(If Sis not a subset d®, thenY» "Yk 'Y~ Y, "Y.) The

competitive contributionf Sto Ris

OY 6°Y 6.°Y. (4)
Thealtruistic contributionof Sto Ris
®Y 6. Y 0. Y. (5)

The competitivecontribution measures a difference in
perception while the altruistic contribution measures a
difference inoutcome

It follows that the total marginal contribution is

Y O &Y. (6)

This summation is epicted visually inFigure 2. Also
note that® 'Y T if and only if the utility is §R)-
cohesive, andd 'Y  Ttif and only if the utility is seris
ble for the outcomeb 'Y 8

total
marginal
contribution

Figure 2. The altruistic, competitive, and total
marginal contributions of a subset of players.
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. CA ma Under the subseieam game framework, the utility
model may be extended to a subset utility function by
, adding the individual utilities together, as showrrigure
sensible - 5, We must also Aaugment-o the
i ty to an individual playein the outcome where a single
S aa player participates. We choose a utility of 1, as it is the
%_ ? best a single player can achieve.
< One can use the ST framework to analyze collective
behavior. Each pair of behaviors gives a different subset
% utility function, hencea separate collection of points in
>0 cooperation space. The competitive cooperation values
can be read directly from the chart, and correspond to the
Figure 3. Cooperation space of a coalition A. Ideal g]drwgiial uﬂlltt|eis.lT?etaItrwsRcev?Iueesb&%g%%rseamyga indi
behaviors take values in Quadrant . each player % s cooperative val
2.2 Cooperation Space and Quantitative Analysis :rf %Otsh se: Scl)blg s ned rc 0; ?SIive\?th d’\a/fe:tlea:f: pl&ili s (0,
When subst utility functions are fixed and meet the ELeosg:azgr?hegIgg:;);]eerig\?é Ié:?jege;?été)a?; ttui (;[_her
assumptions specified in the previous section, altruistic fector and (2,0) for the cooperator Thi,s outcome is not
and competitive contributions provide an analytical tool cohesiveFi u7re6 summarizes t ese. calculations
for comparing the value of varigus su[)seqs o¥ a fAteamo
players. The utility functiord ¢ © s may be used to cooperate defect
defineamag ¢ © a A defined by cooperate] 2,2 0,3
WY W Yh' 8 defect 3,0 1,1
We call this thecooperation mapand say that it takes Figure 4. Payof f bimatrix in the
values incooperation spacéVhenY Y we say that the Dilemma game.
image of "WYY is thecooperativevalueof S. Figure3is a
visual depiction of this space, along with regions marked cooperate defect
by sensibility and cohesiveness. Points with zero total
marginal contribution comprise the diagonal lide cooperate 2,2|4 0,3)3
® Tt Sinceé6 'Y O, 223 & 2 provides a defect| 3013 1,12
recursive formula for the utility of R, singhealued utility
functions are completely determined by the -utility Figure 5. Generalized payoff matrix describing
0, 1 and their representation in cooperation space. subset assessments gf4 i n t he modified P
) . . _ Dilemma subset team game. The term after the pipe (|)
In the special casy "Y the cooperation map takes  jngicates the utility of the outcome to the team T.
the formg¢ © a4 g with"Y & "Yho “Y , which
can be viewed as @¥%-dimensional hypercube embedded Dep nCS
ina  a.For now, we will call this theooperation co- U
plexof the game.
B Cco
23 Exampl e: Prisonerés Dil emma
Pri soner 0s adassicexampla that hig 82 Dop
lights the gestion of rationality in human players. Players Cep gq
are being interrogated, and must decide whether to keep +—
silent (cooperate) or turn in their partner (defect). Aeepr
sentative payoff matrix is shown Figure4. The dilen- ) i
ma arisesecause theational choicefor both players is Figure 6.  Various player strate

to defect. On the other hand, both would do better if they
chose to cooperate. And in social experiments, regt pla
ers often do choose to cooperédally, 1995)

Dilemma, viewed as points in cooperabin space.



3. GRAPH THEORY AND SOCIAL NETWORKS B.o6 Q , w8

The importance of cooperation in social networks Wo e, 0N (9)
cannot be overstated. Cooperation is central to the theory B

of network science, as the sharing of information is by s
definition a cooperative behavior. The technigireshis

paper link the mathematics of graph theory and the social 3-2.1 Example: Degree
elements of selfish and altruistic cooperation.

6 Q o6 . Q.

In an undirected, unweighted graph without loops,

3.1 Subset Team Games with Graph Metrics the summation utility corresponding to the degree map
opm AAQ is

) In this sectionz we will use the network itself as the ., 'Y B.AAC Es (10)

Aoutcomed of a subsetretheam game, whose players a

nodes of the network. Given a grajh @O with ver- As described above in equation (9), this is also the selfish

tex set V and edge set E, a subset of V is a coalition, and contributionw “Y of the subsetY The altruistic contrib-

the outcome for this coalition will be tleibgraph'O'Y , tion of "Yis

the subset of G formed from the vertices in the subset R
and the edges heeen them.

The most commonly used metrics in network science O €acmode’dn a1 "Y this net value counts the degree
are defined only for single nodes within the network Of ‘With respect to nodes ifvonly; hencew w is the
(Wasserman & Faust, 1994However, subset team totalnumberof edges betweeivandw Y
games require metrics defined for subsets of nodes; in o .
der to @pture the idea that different subsets perceive the 3-2.2 Example: WeightedIndegree
value of an outcome differently.

wo B. AAC Q@ AAC Q8(11)

o ) _ o In the case of a weighted, directed graph with loops
Let 6 dw© A be a metric defined on individual  gjjowed, the aalysis is fairly similar. ie summation ui
nodes of a graph G. There are a number of ways to extend ity corresponding to thindegree mapdg) m ET AR &
uto a metrioa; © a defined over all subsets. One can .
suma metric over individual nodeayeragea metric over . Y B.ETAACS (12)
individual nodes, or define the tnie to be that obtained

: ; This is the totalindegree of all vertices in S in the du
when a subset montractedo a point.

graph "OY . An exanple is shown inFigure 7, where
Summing and averaging give essentially the same the metric for nodes is the total weighted indegreeBy
metrics. With respect to subset utilities, however, the a  equation (9), the selfish contribution is precisely the

erage is not a sensible utility function, so it is less useful individual utility of a subset: @ 'Y , 'Y, represert-
in our context. We wiltreat both summation and cortra ing the total weight along edges terminating in RFor
tion techniques in the following sections. example, ® @ 6 @ X because its weighted

indegree is 7, while® @ p ¢because the total
3.2 Additively -Derived Utilities weighted indegree ofd and 6 is 12.

Summation is the easiest way to convert an individ

al node metric into a subset metric. Given the node metric 2 2
0 dw© g, define theadditive subset utility derived from C
uto be

.Y B, O KO3 (7 1

This can be interprete@® as the sudfof th Aatilityo
t he HfAout c o feya If & uskagodal petric, it 3
is the sum of metrics for nodes ‘iMwith respect to the 1

subgraph.Note that if the individual metrics are always
nonnegative, this definition ensures that the subset game 1
is always sensible. @

1
In this additive case, metrics of selfish and alticis

cooperation may be expressed as follows: Figure 7. A weighted graph in which the indegree

®w B,o06 Q B..06 (8) can be used to derive an additive subset utility.

4



By equation (1Q)the altruistic contribution is thie-
tal indegree ofw” "Yin & minus the total indegree of
@A "Yin @A Y which simplifies to theotal degree along
edges pointing froriYto w* "Y Figure8 shows the coa-
sponding coopration complex. For examplé)y @ ¢
because the total weighted degree of edges footo

3.3.1 Example: Degree

For degreethe contraction technique is not pautic
larly useful, because the total marginal contribution of
any subset, subject to these definitions, is 0. Why? In the
definition of I Y, one hadl Y o6  "Y, which

6RO is 2. The most altruistic subsets, by subset size, are is the degree of a node in a grapith a singlenode. That

C, CD, and ACD/BCD. If theftility of the graph is mes

ured solely by degree, then these are the subsets whose .

removal will cause the most disruption in the graph.

16
o 4 aBcp:0,15
5 14 § ABC: 1, 14
= ABD: 1, 13
- 12 AB: 1,12
Q
= g 10 . Ac'ggACD: 5,10
£5 s &g
5 0 2
c o A2, 7 € BC6,7
oc 6 § BD: 2, 6
®) B:2,5
S 4
[%2)
= ¢ cD:7,3
[ 2 & c52
n ¢ D:31
0 0,0
-0 5 10
Altruistic Contribution putdegree

Figure 8. Cooperation complexbased on weighted
indegree metricfor the graph in Figure 7.

3.3 Contraction-Derived Utilities

degree is always 0, which leads to the conclusion

I o A6 0y, WNTY
Thereforell @ encodes all of the infornation in the
cooperation metrics directly. Its interpretation is the
degree of w* "Y* in the graph where the vertices not
in “Yhave been contracted to a point, or simply the
number of edges betweeriYand its complement.This
is the same value in (12 for the altruistic contribution
in the additive case.The game is limited to Quadrant

IV of cooperation space: cohesive but nesensible.
3.3.2 Example: Decay Centrality

The idea of contraction is more useful with other
graph metrics. Let

6 Q B, O (14)

be thedecay centralityof the verteX® w, where] is a
parameter between 0 andJackson, 2008Define

Iy B.1 Mh (15)

Subset contraction is another approach to defining which may be interpreted as the decay centrality of the

subset metrics. Lai ¢w© s be a node metric as above,
and let'dYrepresent the grap® in which the nodes i%
have been contracted to a point, asigure9. The con-
traction subset utility derived fromisi

Yy 6 ;Y8 (13)

This is the value to'Y T £ OEA OOYOKAtiei Aod

subgraph induced by R with the nodes in S contracted
to a point, where"Y is the contracted node.

In the definition of contraction ofY there is a choice
to be made concerning whether or not the contracten r
moves edges ifiYor collapses them to a sétfop at the
new vertex'Y. Unless explicitly stated, we assume the
edges disappear.

S S

Figure 9. A graph with a subsetS conracted to a
point S'.

node corresponding to S in the contracted graph Ty
(plusgY. SinceQ "iQ rifor any’@ Y one sees that

"y s¥%
We also calculate
O I, o gr"e (16)
B.1 "Mh
OO a4 O Oo (17)
SRONE AT AN
$¢ B.1 ""8
Both of these are positive since each of gh¢terms in
B.1 "Mislessthan1.

In the example oFigure9, the grapHO'Y in which
the vertices in “Yhave been contracted to a point, is
shown at right. The altruistic contribution af* "Yis the
sum over all vertices i "Y of| raised to an exponent
equal to the distance from that vertex to the set. So
O, @ T g , since there are four vertices at a
distance 1 from the set, and 2 vertices at a distance of 2
from the set.



4. OTHER SUBSET METRICS IN GRAPHS The corresponding metrics of selfish and altruistic
cooperation are expressed as follows:
There are many other ways tefthe subset metrics

on graphsFor many realistic scenarios, the concepts of W ® HB v QA0 s. s B QAQ
fal trui smo and inghepréviosslmmmess o defined
tion may have limited usedere our metric definitions are h G Bypw Q@Q Q "HO 8

motivated by unlsserl ying fAteamo goa?

The altruistic metric captures the difference is-di
tances between elements @f* "Ywith and withoutthe
presece of the nodesiYSoh ghl y fAal trui sti
shouldalso have a high betweenness centrality.

4.1 Component Size

A natural team goal is allowing every node in a graph
to be able to communicate with every other node in the
graph. To capture this in a subset team game take Figure 2 shows a graph with and without a subset of
0 'Y to be themaximum size of a connected component vertices. Inthiscas& @ X ¥o¢@ed @© o@puy
of "O'Y containing a vertex ir8. This function satisfies andd wrY o dpyand SO0 @ T8 X @nd

both the cohesive and sensible conditidssing this util- O @ T @.8ince a smaller average distanceés d

ty function, one can completely classify the selfish and gjraple, this subset has a large altruistic contribution, as

altruistic subsetgArney & Peterson, 2008) expected because of its central location in the graph.
Figure 10 showshow to compute the contributions

of the vertex setY plgloht . The altruistic contribution G(V\S)

measures the difference in perceptions of veBeke-
tween (a) and (b). The difference in component size is +1,
the altruistic contribution. Theselfish contribution
measures the difference in sizes between the component
of 5 and the largest component in the entire graph. Here,

the difference is +1. Sthe cooperative value of thelsu Figure 12. G(W\S) is the graph with the vertices in
set is (+1,+1). IrfFigure1l1, Y ¢ has altruistic contr Sremoved.
bution +3, and zero competitive contribution. The caope
ative value is (+3,0). There are (at least) two potential problems with this
computation. Firstthe selfish contribution igositive
. ¥ ‘ 4 \ 4 since a smaller utility is desirable, this means the subset
P Tme De / DZ / team metric is not sensible. Second, the removabatfe
% " & % o @ % o subsets will make connections between vertices inposs
a, ()

ble, and the corresponding distances undefiéd.can
resolve this problem by makirey few adjustmentdo the
metric. First, we use a summation in place of an average
to ensure that the game reénmsensible. Second, we-i
vert the distance so that disconnected vertices make a 0

[. g / N N contribution.The adjusted metric is
' @ o @ a > 0Y Bip Q aQ 8 (19)

We call this metric theuminverteddistance subsdeam
metric. The selfish and altruistic cooperation are:

Figure 10. Schemaic for finding the marginal
contributions of vertices 14 to the overall graph.

Figure 11. Schematic for finding the marginal
contributions of vertex 2 to the overall graph.
®w Bi QAQ B QAEQ
4.2  Flow of Information in a Graph - ‘ .
ww Bip Q0Q Q nQ 8
Another goal is minimizig the time it takes for two
players to communicate. There are many ways toerepr
sent this into a graph theoretic concept; éverage di-
tance between two nodes in a grgptovides one rough
approximation for the communications tinket 6 'Y be
the averagedistance between nodes in S@iY :

For the same example,6 @ CHULVO
WBrPoandod  OAY Y, and sod® & P @A QX
and® & T1& Y.dNow, both valies are positive. The
large selfish contribution reflects the gain in comm-
nications options to and from"Y The comparatively
small altruistic contribution reflects a modest m-
0Y —$Br Q K7(03] (18) provement in communications provided by“Yto the
remainder of the graph.
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5. APPLICATION TO A REAL WORLD GRAPHS

We now illustrate the use of our metrics for thesela
sic example of the Florentine famihetwork (Padget,
1987) The Florentine family dataset is a classic example
in social network theory, consisting of the marriage and
business relationships o6 families in Renaissance Italy.
We analyze the cooperation complex tbe marriage
network via thesuminverted distance meic.

LAMBERTES 20 25
GINOR! ! Ej
g 5T, pPUCCI Figure 15. Cooperation spacefor subsets with 3
ALBIZZI _f C[ nodes. The bottom group consists of elements contai
fopfimRuon  BISEHERI ing the Pucci family, which is disconnected from the
L e\ rest of the families.
PRz BANNY RNEDRLTLaTRAR R0z A secondway of looking at the data focuses on the
S most altruisticsubsets of a given size. Thissismmarized
ACCIAIUOL- BARBADOR| - CASTELLAN in Table 1 belowThe trend here involves adding &dd
tional nodes so that the rest

Figure 13. Florentine family marriage network. . i
betweenness centrality; otherwise put, the removalesf th

Since there are 16 families, the full cooperatiomeo se subsets would causeximum disruption tohe graph.
plex consists of, @ v L gants. A wealth of obse The structure of these maximal subsets also indicates that
vations can be gleaned from this data. The pointsbbr a greedy approach may work well to calculate thege su
viduals are shown in Figuredlbelow. The most notable sets, saving valuable computational time.
observation is the relatively few altruistic families. The
node at far right is the Medici family; in terms of classic
metrics, this closely reflects high betweenness centrality.

Table 1. Most altruistic subsets (maxnizing total
contribution) of sizes 17.

Figure B shows he same calculation for subsets of size Subset Size. Maximizing Subset
3. The presence of two horitzbntal Med@dgeso of |points
arises because the Pucci family is disconnected from the 2 Medici, Guadagni
remainder of the graph. In this case, the Medici/Guadagni 3 Medici, Guadagni, Strozzi
subset has the maximum altruistic contributialthough 4 above + Peruzzi
it is not a clear maximum. 5 above + Pazzi
6 above + Ginori
10 7 above + Castellan
[ ]
9 A third observation is that for higher subset sizes,
8 °® there are often several subsets that have the datal
7 lg® contribution, but different partitions between altruism and
° selfishness. In Figure6lbelow, there is the same pattern
6 ; ) . i
of two horizontal clusters of points, reflecting the disco
S nectedness of the Pucci family. The diagonal line$- ind
4 A . . . cate subsets Wi similar total contributions. In the diag
0 5 10 15 nal line with greatest total contribution (equal to 50.517),
the subset with greatest altruistic contributi@yual to

14.5)is (Ginori, Guadagni, Medici, Pazzi, Peruzzi, Sto

zi), while that with lowest (equab 11.5) is (Albizzi, Ca-
tellan, Guadagni, Medici, Strozzi, and either Ridolfi or
Tornabuon). These subsets are depicted in Figure 17. The
notable distinction is that the more altruistic subset is
mostly disconnected, while the less altruistic subset has
less connection.

Figure 14. Cooperation spacefor subsets with 1
node (individual families). The Medici family (most
altruistic) is at far right, reflecting its high between-
ness centrality score.






